AN 9UE151 50UV MINUIY TeuUseanal W.f. edow

@. backup

- PenURanIAnTuny waziinsdisestoya (backup) WUU a-lo-e ATU o TW AINN

0.0 dnudeayalivuszuy m Yn

oo dudayalivumalulagnniu b 40 39 Yawsnae

ersi

* % % % % %

BACK UP HOSXP %
< ~ o C
@ New -

R Gallery Name

> o OneDrive - Persi

Ml Desktop  #
- Downloads #
~ Documents #
Pictures A
@ Music »
I Videos »
Wrlodi
wodulen
wnmslsdiusd

denihdsmina

~ [l ThisPC
> = 05(C)

> == DATA (D:)

@

4L

> Network >

[s] D > ThisPC > 0S(C) > Users >
M NoSort v =
Name - Date modified

[ hosip_25017_replication_log_backup_202...

B hosxp_25017 replication_log_backup_202..,

B8 hosxp_25017_replication_log_backup_202...

8 hosxp_25017_backup_20241123221849.72
8 hosxp_25017_backup_20241204193411.72
8 hosxp_25017_backup_20241207182542.72

5 MySQL_backup_10.0.0.10_25017_20250218221604.ZIP
i} MySQL_backup_10.0.0.10_25017_20250215134051.ZIP
o} MySQL_backup_10.0.0.10_25017_20250211221607.ZIP
oo} MySQL_backup_10.0.0.50_25017_20250210213725.ZIP
Lo} MySQL_backup_10.0.0.10_25017_20250210090109.ZIP
[ ] MySQL_backup_10.0.0.10_25017_20250203080121.ZIP
i} MySQL_backup_10.0.0.10_25017_20250208181939.ZIP
8 nysaL_backup_10.0.0.10_25017_20250207205336.Z1P
Lo} MySQL_backup_10.0.0.10_25017_20250205225043.ZIP
oo ] MySQL_backup_10.0.0.10_25017_20250203215546.ZIP
8 hoscp_25017_replication_log_backup_20241221203706.7z
B8 hosxp_25017_replication_log_backup_20241208083514.72
m hosxp_23017 _replication_log_backup_20241206083433.7z

m hoskp_23017 _replication_log_backup_20241123165937.72

BackupHosXp

View

adminit >

BACK UP HOSXP >

M Sort -

View -

Date modified

» Search BackupHosXp @ | & "

(B pewis | @ New~

> b OneDrive - Pers:

M Desktop  #
< Downloads #
= Documents #

M Pictures #

3 Music *
64% complete - X
Copying 9 items from backupHosP to BackupHosXp
64% complete HIN x

Speed: 116 MB/s.

Mame: hosxp_23017_backup_20241214224530.72
Time remaining: About 1 minute and 30 seconds
tems remaining: 3 (10.0 GB)

~ Fewer details

Type

WinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
WinRAR ZIP archive
WinRAR archive
WinRAR archive
WinRAR archive

WinRAR archive

] 5 = NewVolume (1
5 = New Volume (1

5 e T22(G)

Size
6,122,644 KB
4,386,107 KB

80

6] D > ThisPC > IT22(G) > backupHosXP
m T Sort ~ = View ~
Name - Date modified

[ hosxp_25017_backup_20241123221849.72
[ hosxp_25017 backup_20241204193411.7
H8 hosxp_25017_backup_20241207132542.72
M hosxp_25017_backup_20241214224530.72
B8 hosxp_25017_backup_20241221203857.72

[ hosxp_25017_replication_log_backup_202.

[ hosxp_25017_replication_log_backup_202...
[ hosxp_25017_replication_log_backup_202...

B8 hosxp_25017_replication_log_backup_202...

2411/

>

g§11LAT94 linux YAYl o L windows

Type
WinRAR archiv

WinRAR archiv

WinRAR archiv

WinRAR archiv

WinRAR archiv

WinRAR archiv

WinRAR archiv

WinRAR archiv

WinRAR archiv

e

e

e

e

e

e

e

e

e



o.o dnutoyaliiu Offline ¥iln external-HDD

backupHosXP # +
< I & [J > Im22(G) > backupHosXP >
@ New m Tl Sort = View
2 Home MName - ~ Date modified Type Size
FJ Gallery m hosxp_23017_backup_20241123221849.7z 24/11/2567 0:26 WinRAR archive 6,501,842 KB
m hosxp_23017_backup_20241204193411.7z 4/12/2567 20:43 WinRAR archive 5,630,615 KB
» % OneDrive - Persi
M hacwin 28017 haclim IN2A1INTI0I54T T QM25RT M IR —_— MR RAD archivee ERITRIR KR
fhomefway/BackupHosXp/
| Mame Rights Changed Size  Owner
M. P ------ 19/2/2025 13:5... way
m MySQL_backup_10.0.0.10_25017_2025020...  rw-r--r-- 231172024 17 ITAZTEE  root
m My3SCQL_backup_10.0.0.10_25017_2025020...  rw-r--r-- 231172024 17, 3ITA2TEKE  root
m MyS0L_backup_10.0.0.10_25017_2025020...  rw-r--r-- 231172024 17, ITA2ZTEE  root
m My5QL_backup_10.0.0.10_25017_2025020...  rw-r--r-- 231172024 17, ITA2TKE  root
m MySQL_backup_10.0.0.10_25017_2025020...  rw-r--r-- B/12/2024 8:35... 39934 KB  root
m MyS0L_backup_10.0.0.10_25017_2025020...  rw-r--r-- 12,2024 2:35... 39934 KB root
m MySCQL_backup_10.0.0.10_25017_2025020...  rw-r--r-- 9/12/2024 8:35... T227EB  root
m MySQL_backup_10.0.0.10_25017_2025020...  rw-r--r-- 211272024 20x... 2344 KB  root

{8 rMySQL_backup_10.0.0.10_25017_2025020...  rw-r--r-- 21/12/2024 20:.. 3,344 KB root
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@ LINE Notify
MDR:
Date/Time : 30 Dec 24 10:08
Incident ID : 304
Severity : medium

Site Name : Phuphiang Hospital Nan
ffmpeg.exe

Name : XDR Incident 3742 - 'Execution of an uncommon process
at an early startup stage by Windows system binary with
suspicious characteristics' generated by XDR Analytics BIOC
detected on host server-q involving user iis apppool\neoq_xp

IP Address : 192.168.100.131
Hostname : IT-Remote

. Access Control (Public wag Private)

MDR Team

#304 XDR Incident 3742 - 'Execution of an uncommon process at
an early startup stage by Windows system binary with suspicious
characteristics' generated by XDR Analytics BIOC detected on host
server-q involving user iis apppool\neoq_xp
aunsniduMsAinsany ; Cortex XDR

Ve | Isenuageios 330%

naismansni : Dec 30th 2024 10:08:12

Host IP : 192.168.100.131

Hostname : Server-Q

Username : IIS APPPOOL\neoq_xp

Action : Detected

Category : Persistence

TuanduaTaIMAMEL ;

Cortex XDR sawudi Host : Server-Q (192.168.100.131) Tpudl User :
IS APPPOOL\neoq_xp ithssi ldfnss swumsiSunldom Process
ffmpeg.exe {i Path : "CA\Windows\System32\inetsrv\w3wp.exe"
AMEHTIARY NuASIUNSTRaUNEATAY SID Tl uae
WuRTIMMST W3wp.exe anefiumensli 224 Jundfivasanams Boot
Causality Group Owner (CGO): w3wp.exe finwuanati

doruane

1.amadoumHinnuYauRias Hostname : Server-Q (192.168.100.131)
HEumsldnuiTudsndniobi

24hmsauns...

QWAL

- dn1smuun agnannaeuantul server zone waziin1smuunannaelunlugs server zone

WU @& , E&o&,

(%
[ [

m.e VINMeuanluds server zone dnsilaldanuaniy port Aduduwingdu denn



Q > @ 0O~ 8 way-

¥ Crestshew] | # Eait | 8 Delte || [ Pollcy Lok | Ssrch a  Export-  Interoce Par View
Name From To Source Destination Schedule Service Action NAT Security Profiles
, Policy & Objects
Firewall Policy Deny @ virtual-wan-link M server_zone (dmz) Bal Server_Zone ©aways @ Whitelist-port @ DENY
botnet ® server_zone (dmz) & virtual-wan-link Zal Blockchain-CryptoMiningPool (g always  Internet Service ~ @ DENY
Botnet-C&C.Server
Phishing-Phishing Server
Spam-Spamming Server
= Office_HosXp (internal) @ virtual-wan-link Fal Blockchain-CryptoMiningPool [§ always  InternetService @ DENY
Botnet-C&C Server
Phishing-Phishing Server
Spam-Spamming Server
HosXp-to-DMZ =2 Office_HosXp (internal) ® server_zone (dmz) = HosXp B dmz 1S always ALL + ACCEPT @ Enabled [ default
I3 default
2N certificate-inspey|
& B S n] 3 E
Blockip Blacklist @ virtual-wan-link =2 Office HosXp (internal) % group_ipblacklist moph 2 all ©always  @ALL @ DENY
VPN-to-HosXp @ SSL-VPN tunnel interface (ssl.root) 2 Office_HosXp (internal) B8 sslvpn_group & HosXp S always ALL v ACCEPT © Disabled [ default
2 SSLVPN_TUNNEL_ADDR1 =N certificate-inspe:|
sslvpn-2-dmz (2 SSL-VPN tunnelinterface (sslroot) ™ server zone(dmz) T sslvpn_group B dmz ®always @ALL v ACCEPT @ Enabled [ default
I8 SSLVPN_TUNNEL_ADDR1 SN certificate-inspes
VPN-to-MGMT @ SSLVPN tunnel interface (sslroot) M MGMT (internal5) 22 sslvpn_group B MGMT 19 always ALL « ACCEPT @ Enabled [EZMJ certificate-insper
3 SSLVPN_TUNNEL ADDR1
HosXp-to-SDWAN =2 Office_HosXp (internal) & virtual-wan-link & HosXp Bal ©always @ALL + ACCEPT @ Enabled [IEEM default
=3 default
N certificate-insper
MGMT-to-SDWAN @ MGMT (internals) @ virtual-wan-fink B MGMT Bal @always @ ALL « ACCEPT @ Enabled [EZM no-inspection
SDWAN-to-MGMT & virtual-wan-link # MGMT (internal5) Zan 2 MGMT 18 always SNMP v ACCEPT @ Enabled [ default
m urrac — ..
=
FOATINET @ security Rating ssues 0% €@ |Updated: 14:54:09 &
' v
v 6[’ "L LY = a 1 v a o & (XY [
(%
oo VIV1NAELULUEY server zone UNTWUALYULANNE port NANUUNIUY AN
= Q > @~ 08 & way-
# Edit || ® Delete | [ Q Policy Lookup | | Search Q B Export~  Interface Pair View
e Name From To Source Destination Schedule Service Action NAT Security Profiles
olicy jects Botnet-C&C.Server
Firewall Policy Phishing-PhishingServer
Spam-Spamming Server
HosXp-to-DMZ == Office_HosXp (internal) # server_zone (dmz) & HosXp = dmz @aways @ ALL + ACCEPT @ Enabled [IEZM default
I default
=N certificate-inspei|
r s = & au ) L T
Blockip_BlackList @ virtual-wan-link =2 Office_HosXp (internal) 5 group_ipblacklist_moph 2al e always ALL @ DENY
VPN-to-HosXp /2 SSL-VPN tunnel interface (ssl.root] =% Office HosXp (internal) B sslvpn group © HosXp @ aways  @ALL v ACCEPT O Disabled [ defauit
I SSLVPN_TUNNEL_ADDR1 N certificate-inspe|
sslvpn-2-dmz 2 SSL-VPN tunnel interface (ssl.root) [ server_zone (dmz) £ sslvpn_group 2 dmz @ always ALL « ACCEPT @ Enabled [ default
£ SSLVPN_TUNNEL ADDR1 N certificate-inspey
VPN-to-MGMT /2 SSL:VPN tunnelinterface (sslroot) i MGMT (internals) B sslvpn_group & MGMT ®aways @ALL v ACCEPT @ Enabled [ESH certificate-inspe
SSLVPN_TUNNEL_ADDR1
p-to-SDWAN =2 Office | D @ virtual-wan-link = HosXp Dal @ always @ALL v ACCEPT @ Enabled [EEM default
A default
SN certificate-inspey|
MGMT-to-SDWAN [ MGMT (internals) @& virtual-wan-link = MGMT Sal (8 always ALL v ACCEPT @ Enabled JEZH no-inspection
SDWAN-to-MGMT virtual-wan-link ¥ MGMT (internal5) Ball = MGMT G always @ SNMP v ACCEPT @ Enabled [ default
@ HTTPS SN certificate-inspey|
@ PING
SSH
@ TELNET
WiFi-to-SODWAN [ WiFi (internal2) @ virtual-wan-link = WiFi Sall @ always @ALL + ACCEPT @ Enabled [EHN default
2 default

50 certificate-insper

<. Privileged Access Management (PAM) 1% jump Tunisiinfisnslaanu server Taense wsizaziinig
I3 va v g v I 9 Yo o 9] Y
v log vasginlda Ilddeslsludng dsnm



$ JumpServer 0 B O gy @ wy v

Workbench S « Overview

D Asset Account Remote address Protocol Actions

File explore

EER

&. Business Continuity Plan (BCP) Disaster Recovery Plan (DRP)
- WU ATAUALLINIINTG ANTUNITVOINUIBNU LOARANIIZINOANTONBAS §) 71 danalit

N3EUIUNMTTINUYEY Midgungavedn Wald ansanduidiiunisiiedns dewlles fduenaisiuy

. OS Patching: NM3%ouuay IAUANTBIVRITEUVUHUANNT (OS) nIeusulsassuudfUanisi viuade

WALLLLANAIUEINNTOTY NTITUNSUSEANTANLARTU AInIN

FileManager ~ View  language  Setting  Tabs  Theme  Help
v My assets QOg 4» Aslavedo x

> M Favorite (0) Fre&EERER) root(root)@10.0.0.40 0.0
v BDEFAULT (4) Activate the web console with: systemctl enable --now cockpit.socket

L2l Last login: Thu Jan 9 10:49:05 2025 from 10.0.0.62

4 slave-40 [root@localhost ~]# apt update

A slave-50 bash: apt: command not found...

A wazuh Install package 'apt' to provide command 'apt'? [N/y] y

* Waiting in queue...
* Loading list of packages....
The following p: have to be installed:
64 Command-1ine package manager for Debian packages

Runtime libraries for apt

Package maintenance system for Debian Linux

Library that provides message digest functions from BSD systems
xxhash-1ibs-0.8.2-1.e19.x86_64 Extremely fast hash algorithm - library
Proceed with changes? [N/y] y

* waiting in queue...

* Waiting for authentication...

s are up to date.

[root@localhost ~]# []

Ly

el. Multi-Factor Authentication (oFA) : n1358ugudinu b 4u unising ssuudgduuy vateduneu
nmualviglddeu YoyaiiuAnuenmileansianiy

o.e W forti token BN firewall F9nINW



© Please input your token code.

way
200000000

Token Code

alo 1 WFA fionsidniia PAMGump server)

MFA Auth

oTP ~

| |C‘-_F‘ verification code |

_ TKLavenssz _

Can't provide security? Please contact the administrator!

Copyright FIT2ZCLOUD "k z= © 2014-2025

. Web Application Firewall (WAF) : szuudasiunistasimslaiues dwmsuivuenndindulaeaniy
wietostunslandluds ssuuivueundnduvesmiaeau



- lssneunagies laaudunisldau WAF funisaudmaluladaisauwne d1dneu
UanNIENT19asIsnsg

«. Log Management : ﬂ’liﬁ’ffﬂLﬁU%’ayjaﬁli’l«’\]W’m ADUNILADS
Tsangnunagiies 19d9ni log nsBudusnulifissuy wazuh Weliudeyanisasas atgludineu
AN

Logs

List and filter logs.

All daemons e Alllog levels X Descending sort X Realtime

Q) Filter logs

Feb 19, 2825 @ 087:00:10.008 wazuh-monitord INFO Starting new log after rotation.

Feb 19, 2825 @ 087:84:42.888 wazuh-modulesd:syscollector INFO Starting evaluation.

Feb 19, 2625 @ 87:94:52.808 wazuh-modulesd:syscollector INFO Evaluation finished.

Feb 19, 2625 @ 88:94:53.888 wazuh-modulesd:syscollector INFO Starting evaluation.

Feb 19, 2825 @ 88:05:02.008 wazuh-modulesd:syscollector INFO Evaluation finished.

Feb 19, 2825 @ 089:85:03.888 wazuh-modulesd:syscollector INFO Starting evaluation.

Feb 19, 2825 @ 89:95:12.888 wazuh-modulesd:syscollector INFO Evaluation finished.

Feb 19, 2625 @ 10:95:13.808 wazuh-modulesd:syscollector INFO Starting evaluation

Feb 19, 2825 @ 10:05:22.0808 wazuh-modulesd:syscollector INFO Evaluation finished.

Feb 19, 2825 @ 11:85:23.888 wazuh-modulesd:syscollector INFO Starting evaluation.

Feb 19, 2825 @ 11:95:31.888 wazuh-modulesd:syscollector INFO Evaluation finished.

Feb 19, 2825 @ 12:95:32.008 wazuh-modulesd:syscollector INFO Starting evaluation.

Feb 19, 2825 @ 12:85:41.808 wazuh-modulesd:syscollector INFO Evaluation finished.

Feb 19, 2825 @ 13:85:42.088 wazuh-modulesd:syscollector INFO Starting evaluation.

Feb 19, 2825 @ 13:95:51.888 wazuh-modulesd:syscollector INFO Evaluation finished.

Feb 19, 2825 @ 14:95:52.008 wazuh-modulesd:syscollector INFO Starting evaluation.

Feb 19, 2625 @ 14:096:00.008 wazuh-modulesd:syscollector INFO Evaluation finished.

Feb 19, 2825 @ 15:86:01.088 wazuh-modulesd:syscollector INFO Starting evaluation.

Feb 19, 2825 @ 15:96:10.888 wazuh-modulesd:syscollector INFO Evaluation finished.

Feb 19, 2825 @ 15:54:51.808 wazuh-analysisd WARNING Mitre Technique ID 'T1565.681" not found in database.
Feb 19, 2825 @ 15:54:51.008 wazuh-analysisd WARNING Mitre Technique ID 'T1565.881° not found in database.
Feb 19, 2825 @ 16:86:11.888 wazuh-modulesd:syscollector INFO Starting evaluation.

Feb 19, 2825 @ 16:96:20.888 wazuh-modulesd:syscollector INFO Evaluation finished.

Feb 19, 2825 @ 16:15:04.888 wazuh-db INFO Created Global database backup "backup/db/global.db-backup-2825-82-19-89:15:04.92"
Feb 19, 2825 @ 16:15:04.008 wazuh-db INFO Deleted Global database backup: "backup/db/global.db-backup-2825-62-16-89:15:04.9z"
Feb 19, 2825 @ 16:23:19.888 sca INFO Starting Security Configuration Assessment scan.

Feb 19, 2825 @

16:23:19.888 sca INFO Skipping policy '/var/ossec/ruleset/sca/cis_ubuntu22-e4.yml': 'Check Ubuntu version.’

Fah 10 NANE B 1£.17.10 AAN ana THEA  Ganeeiee R e F O (I T Oy Ry R s

Dashboard  Events #5 Jum-62 (003)
¥~ Search DAL Last 24 haurs Show dates fres
nanager.name: phull  rule.groups: rootcheck | agentid: 003  (5)  + Aad filter

Count

2100 o000 0300
timestamp per 30 minutes

4 hits
Feb 18, 2025 @ 12:54:19.926 - Feb 19, 2025 @ 12:54:19.926
% Export Formated s 498 columns hidden [0 Density 2 1fields sorted 3 Full screen
& timestamp ~ agent.name ~ data.title ~  rule.description ~ ruledevel v ruleid
T Feb19,2025 @ 12:02:33.255 Jum-62 Trojaned version of file detected Host-based anomaly detection event (rootc... 7 510
T Feb 18,2025 @ 12:02:33.245 Jum-62 Trojaned version of file detected Host-based anomaly detection event {rootc... 7 510
T Feb 19, 2025 @ 00:00:50.682 Jum-62 Trojaned version of file detected. Host-based anomaly detection event (rootc... 7 510

T Feb 19,2025 @ 00:00:59.672 Jum-62 Trojaned version of file detected. Host-based anomaly detection event rootc... 7 510



Files (4798) G Refresh dy Export fo

Search
File ™ Last Modified User User ID Group Group ID Size

Join Apr 22, 2024 @ 20:08:03.000 root 0 root 0 7
Jboot/System.map-6.8.0-51-generic Dec 1, 2024 @ 01:21:46.000 oot ) root 0 9072978
Jboot/System.map-6.8.0-52-generic Jan 11, 2025 @ 00118:33.000 oot 0 root 0 9072078
Jboot [config-6.8.0-51-generic Dec 1,2024 @ 01:21:46.000 root ) root 0 287413
Jboot/config-6.8.0-52-generic Jan 11, 2025 @ 00118:33.000 oot 0 root 0 287413
Jboot/efifEFI/Boot/bootx64.efi Jan's, 2025 @ 04:40:04.000 oot 0 root 0 966664
Jboot/efi[EFI/Boot/fox64.efi Jan 9, 2025 @ 04:40:04.000 root 0 root 0 88344
Jboot/efi/EFI/Boot/mmx64.efi Jan 9, 2025 @ 04:40:04.000 root 0 root 0 856280
Jboot/efifEFI/Microsoft/Boot/BCD Jan8, 2025 @ 21:27:48.000 oot ) root 0 32768
JBoot/efi/EFI/Microsoft/Boot/BCD.LOG Jul 11,2024 @ 10:33:32.000 root 0 root 0 8102
Jooot/efi/EFI/Microsoft/Boot/BCD.LOGZ Jul 11,2024 @ 10:33:32.000 root 0 root 0 o
JboOt/efifEFI/Microsoft/Boot/BOOTSTAT.DAT Aug 21, 2024 @ 23'15:08.000 oot ) root 0 65536
Jboot/efifEFI/Microsoft/Boot/CIPolicies/Active/{SDACE56C-21AD-4A02-ABAY- Moy 7, 2022 @ 1620102000 ot 5 oot . 1056
649917162E70).cip

oot ef/EFyMicr . ! Sete-Base Dec 4, 2023 @ 20:23:54.000 root 0 root 0 31285
140dic00b913}.cip

fboot/efi/EFI/Micr ive/(CDDSCASS-DRGS-AD71-AASS- May 7, 2022 @ 19:20:02.000 root 0 root 0 10972

3DF2B6473A52}.cip

®0. Security Information & Event Management (SIEM) : szuufi 19lun159mn1sfu Log wae Event
sinee Tineehmthifesgimauifesloses Event sine 9 Mifadesiurmulasaderommn Tuauds
3 Alert ssysumisvessoanaalimeu dedl Event Alaund yilkanunsaliostu uaznevausasis
AnAle 9819590157

- ddneuassagudwinuiu 19 wazuh Weviiszuy SIEM Wenn1395195U89 server uag
nsIEeUiaiuANAIY Wiedsngndesiulussuu server Aanm

= W Endpoints a
AGENTS BY STATUS TOP 508 TOP 5 GROUPS
@ Active (5) @ aimalinux (2) @ defautt (5)
@ Disconnected (0) @ centos (2)
Pending (0) @ ubuntu (1)

@ Never connected (0)

Agents (5) X st @ Deploy new agent C Refresh 4 Export formatted More v @
status=active wal
LR Name 1P address Group(s) Operating system Cluster node Version Status. Actions

001 slave-hosxp-10.0.0.40 10.0.0.40 default ':_\ AlmaLinux 9.4 node01 v4.9.2 ® active @

002 slave-hos-20 10.0.0.20 default L\ CentOS Linux 7.3 node01 v4.9.2 ® active @

003 Jum-62 10.0.0.62 detault ':\ Ubuntu 24.04.1 LTS node01 v49.2 ® active @

004 api-30 100.0.30 detount O centos Linux 7.9 node01 V492 ® active ©

005 Master10 100.0.10 default A Amatinux 9.4 node01 va9.2 ® active @

Rows per page: 10 ~ i

(0]



wazlAfmuAn13ASATY wazuh alert to telegram lail level n13AnAlu level oo FulU danm

— -} >
@BotFather -
< bot Q z
| {"description": "CWE-2021-3864 affects linux-image-6.8.0-50-generic",
. ralert_level™: "10", "agent’: "MISP-172.16.56.36"} R
2:4

{"description”: "CWE-2024-46836 affects linux-image-6.8.0-50-
generic”, "alert_lewvel™: "10", "agent™": "MISP-172.16.56.36"} 12-41

(s (7

{"description”: "CWE-2023-33053 affects linux-image-6.8.0-50-
generic”, "alert_level™: "10", "agent™: "MISP-172.16.56.36"}

{"description": "CWE-2018-12931 affects linux-image-6.8.0-50-
generic”, "alert_lewvel™: "10", "agent™: "MISP-172.16.56.36"}

{"description”: "CWE-2018-12930 affects linux-image-6.8.0-50-
generic”, "alert_lewvel™: "10", "agent™": "MISP-172.16.56.36"}

{"description”: "CWE-2019-19814 affects linux-image-6.8.0-50-
generic”, "alert_level™: "10", "agent™: "MISP-172.16.56.36"}

{"description": "CWE-2022-25836 affects linux-image-6.8.0-50-

generic”, "alert_lewvel™: "10", "agent™: "MISP-172.16.56.36"} 12:41

{"description”: "CWE-2023-0030 affects linux-image-6.8.0-50-generic”,
"alert_level”: "10", "agent”: "MISP-172.16.56.36"} 12-41

{"description": "Auditd: Process ended abnormally.”, "alert_lewvel™:
"10", "agent": "WEB-ssj-nan-172.16.56.252"}

@ Write a message...



®a. Vulnerability Assessment (VA Scan) : 115A533@0U% 8911390958 UU LW 0 lRNS1UHIAULE 89
INTOU KALITLAUAINTULTI VBINANTENU NNAUARTUINNTYNLATNTTY Teyauaznislaudnisluiues

- 15ang1unagiies vin VA i en1¥ealninagyinn1s update patch uaglalaldes Aan1mn

1. Executive Summary

This report represents a security audit performed by InsightVM from Rapid7 LLC. It contains confidential information about the state of
your network. Access to this information by unauthorized personnel may allow them to compromise your network.

Phuphiang Hospital October 03, 2024 16:53, |October 03, 2024 17:22, |29 minutes Success
ICT ICT
There Is not enough historical data to display overall asset frend.
The audit was performed on 53 systems, 53 of which were found to be active and were scanned.
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There were 1,333 vulnerabilities found during this scan. Of these, 160 were critical vulnerabilities. Critical vulnerabilities require
immediate attention. They are relatively easy for attackers to exploit and may provide them with full control of the affected systems. 960
vulnerabilities were severe. Severe vulnerabilities are often harder to exploit and may not provide the same access to affected systems.
There were 213 moderate vulnerabilities discovered. These often provide information to attackers that may assist them in mounting
subsequent attacks on your network. These should also be fixed in a timely manner, but are not as urgent as the other vulnerabilities.
Critical vulnerabilities were found to exist on 9 of the systems, making them most susceptible to attack. 38 systemns were found to have
severe vulnerabilities. Moderate vulnerabilities were found on 42 systems. No vulnerabilities were found on the remaining 11 systems.
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There were 37 occurrences of the ssl-static-key-ciphers vulnerability, making it the most commen vulnerability. There were 630
vulnerability instances in the Database category, making it the most commaon vulnerability category.



